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The Myth About Big Data
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What's Big Data?

Big data is the term for a collection of data sets so large and complex that it
becomes difficult to process using on-hand database management tools or
traditional data processing applications.

The challenges include capture, curation, storage, search, sharing, transfer,
analysis, and visualization.

The trend to larger data sets is due to the additional information derivable
from analysis of a single large set of related data, as compared to separate
smaller sets with the same total amount of data, allowing correlations to be
found to "spot business trends, determine quality of research, prevent
diseases, link legal citations, combat crime, and determine real-time
roadway traffic conditions.”

Source: Big Data: New Era of Analytic, Omer Sever, IBM SWG TR, Enterprise Content Manager



What Is Big Data?

Velocity

Extremes of Volume or Velocity
maybe better handled by traditional
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As data Varlety and/or
 Varlability increase, big data

becomes more attractive

Volume

Volume

Exceeds physical limits of vertical
scalability

Velocity

Decision window small compared to data
change rate

Variety

Many different formats makes integration
expensive

Variability
Many options or variable interpretations
confound analysis

Source: Ensuring Compliance of Patient Data with Big Data and Bl, Ayad Shammout & Denny Lee, PASS Business Analytics Conference



Big Data: From 3V’s to 4V’s

Big Data = Transactions + Interactions + Observations
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Source: Contents of above graphic created in partnership with Teradata, Inc.

Volume Source: Introduction to Big Data and Basic Data
Analysis, Ruoming Jin, Kent University




Source: Introduction to Big Data and Basic Data, Analysis, Ruoming Jin, Kent University
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Volume (Scale)

Cost of Storing
Data

Investment on

Storage Capacity
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Source: Introduction to Big Data and Basic Data, Analysis, Ruoming Jin, Kent University
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Source: Introduction to Big Data and Basic Data, Analysis, Ruoming Jin, Kent University

Where Is This “Big Data” Coming From ?

12+ TBs
of tweet data
every day
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Variety (Complexity)

Relational Data (Tables/Transaction/Legacy Data)

Text Data (Web)
Semi-structured Data (XML)
Graph Data

— Social Network, Semantic Web (RDF), ...
Streaming Data

— You can only scan the data once

A single application can be generating/collecting
many types of data

Big Public Data (online, weather, finance, etc)

To extract knowledge=> all these types of data
need to linked together

Source: Introduction to Big Data and Basic Data, Analysis, Ruoming Jin, Kent University



Source: Introduction to Big Data and Basic Data, Analysis, Ruoming Jin, Kent University
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Velocity (Speed)

Data is begin generated fast and need to be processed
fast

Online Data Analytics

Late decisions =» missing opportunities

Examples

— E-Promotions: Based on your current location, your purchase history, what you like = send
promotions right now for store next to you

— Healthcare monitoring: sensors monitoring your activities and body =» any abnormal
measurements require immediate reaction

Source: Introduction to Big Data and Basic Data, Analysis, Ruoming Jin, Kent University



Real-time/Fast Data

{V wornPress

You [T
flickr

Social media and networks
(all of us are generating data)

Mobile devices
(tracking all objects all the time)

Social Media

Scientific instruments
(collecting all sorts of data)

Sensor Metworks

Sensor technology and networks
(measuring all kinds of data)
*  The progress and innovation is no longer hindered by the ability to collect

data

*  But, by the ability to manage, analyze, summarize, visualize, and discover
knowledge from the collected data in a timely manner and in a scalable
fashion

Source: Introduction to Big Data and Basic Data, Analysis, Ruoming Jin, Kent University



Source: Introduction to Big Data and Basic Data, Analysis, Ruoming Jin, Kent University

Real-Time Analytics/Decision Requirement

Product
Recommendations Learning why Customers
that are Relevant Switch to competitors
& Compelling and their offers; in

time to Counter

Friend Invitations

Customer to join a
ImNI::rOI\(II:.g the Game or Activity
?r eting that expands
Effectiveness of a business

Promotion while it
is still in Play

Preventing Fraud

as it is Occurring
& preventing more

proactively



Some Make it 4V'’s
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Data at Rest Data in Motion Data in Many Data in Doubt
Forms
Uncertainty due to
Terabytes to Streaming data, Structured, data inconsistency
exabytes of existing milliseconds to unstructured, text, & incompleteness,
data to process seconds to respond multimedia ambiguities, latency,
deception, model
approximations

Source: Big Data in Engineering Applications, Jasti Aswini



Summary: Four Characteristics of Big

/" Cost efficiently processing |

the growing Volume

50x 35ZB

Data

Responding to the increasing
Velocity

30 Billion
RFID sensors
and counting

L 2010 2020 J

(
- . Establishing the
Veracity of big data
sources

1 in 3 business leaders don’t trust the
information they use to make decisions

Source: Big Data: New Era of Analytic, Omer Sever, IBM SWG TR, Enterprise Content Manager

Collectively Analyzing the
broadening Variety
80% of the worlds

e data is unstructured




Big Data:
Big Opportunity, Big Challenge
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10X increase

every five years

Data ) 859 xollun_wte
explosion Pt Merw

Cheap, Distributed
Storage & Processing

Easy Accessibility of
External Data

By 2015, organizations
that build a modern
information management
system will outperform
their peers financially
by 20 percent.

— Gartner, Mark Beyer
“Information Management in
the 21st Century”

Source: Ensuring Compliance of Patient Data with Big Data and Bl, Ayad Shammout & Denny Lee, PASS Business Analytics Conference



The Big Potential Opportunities of Big Data

Bollen, Mao, and Zeng (2011) - use Twitter data to predict daily
fluctuations of the Dow Jones Industrial Average (DJIA). Google’s Profile of
Mood States and OpinionFinder (Wilson et al. 2005) measure public mood
based on 10 million public tweets.

Chan (2003) and Mittermayer (2004) - use news articles to predict stock
price movements. Social and Mass Media data can be utilized to help
measure financial health of a firm, and better evaluate the audit

engagement

Mofitt and Vasarhelyi (2013) - propose to use news, audio and video
streams, cell phone recordings, social media comments to obtain new forms
of audit evidence, confirm existence of events, and validate reporting
elements.

Source:Big Data Analytics in Financial Statement Audits, Min Cao, Roman Chychyla, Trevor Stewart, 2015



Big Data Business Value

15 out of 17 140,000-190,000

sacialiiine Sl ek more deep analytical talent positions
stored per company than the

US Library of Congress

1.5 million

more data savwy managers
inthe US alone

€250 billion 50-60%

Europe’s public sector increase in the number of Hadoop developers within
organizations already using Hadoop within a year

$300 billion

Potential annual value to US healthcare

Source: Ensuring Compliance of Patient Data with Big Data and Bl, Ayad Shammout & Denny Lee, PASS Business Analytics Conference



The number of organizations analytics as a

competitive advantag®’s growing.

57% $
S ——

business initiative

Source: Big Data: New Era of Analytic, Omer Sever, IBM SWG TR, Enterprise Content Manager




Studies show that organizations competing on
analytics outperform their peers

substantially outperform

1.6x 2.5x AN 0)

Revenue ZtOCk P_”C_e EBITDA
Growth ppreciation Growth

Source: Big Data: New Era of Analytic, Omer Sever, IBM SWG TR, Enterprise Content Manager




The Big Opportunities for Financial Industry

Predictive
Data
Analysis &
Fraud
Detection

Smart
Marketing
Campaign &
Effective
Channeling

Improve
Efficiency
(reduce ssilo
approach)

Enhanced
Customer
Experience
&Loyalty

Cross Selling
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The Big Challenge of Big Data

McKinsey survey, however,
noted a big gap between
what organizations want to

McKinsey & Co. recently
reported that two-thirds of C-

do with big data and their
capabilities to do so, given
their existing IT
infrastructure and expertise.

suite executives surveyed
consider big data to be a top
strategic priority.

Source: Big Data, Collect It, Respect It, IIA Tone at the Top, Aug 2013



The Big Challenge for Internal Auditor

The Los Angeles Police Department analyzes data from crime scenes, including time,
location, nature, and a ' ' ' timing and location of
crimes on that g

“The audit tool kit looks the
Similar anal same as it did 50 or 60 years and direct audit
SICIEEIEL & ago,” he says. “If we were
Population vs doctors, that would be pretty  FlESIEN R0
continuous a frightening. This has
The IIA’s Inte Frem(:zndous potentlalf but plications of big
data in its Fel it’s still early. We're still icle, author
Russell Jacks experimenting.” uld address

Wher.] their Or. Dorsey Baskin, Grant Thornton
applicable pri ons, and data

destruction policies.

Source:Big Data Analytics in Financial Statement Audits, Min Cao, Roman Chychyla, Trevor Stewart, 2015



Benford Law

Mathematical theory of leading digits. Leading digits are distributed in aspecific, non-uniform way.
Simon Newcomb, 1881: Described theoretical frequency that is Benford’s Law

Frank Benford, 1938: Numbers starting with 1, 2, or 3 are more common in nature than those with
initial digits 4 — 9.

Figure 1—Benford’s Law Distribution Leading Digit

1=301%
2=176%
3=125%
4=97%
5=7.9%
6=6.7%
7=5.6%
8=51%
0=4.46%

Percent

Source: |15 AC A Website

Source: An Auditors Guide to Data Analysis, Natasha DeKroon, Duke University



Velocity of Data Generation vs Fraud/Breach
Detection

Figure 40, Timespan of events by percent of breaches

Seconds | Minutes Hours Days Weeks Maonths Years
Initial Attack to Initial ] w

Compromise

10% 5% 12% 2% 0% L% %
Initial Compromise to

Data Exfiltration : . . .

8% 35% 145% 255 8% 8% 0%

[nitial Compromise i . . A
to Discovery

0% 0% 2% 13% 29% o4% 2%

Discovery to i . . .
Containment/Restoration

0% 1% 9% 32% 385% 17% %

Source: Verizon Data Breach Investigation Report 2013



Development of Big Data



Harnessing Big Data
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OLTP: Online Transaction Processing (DBMSSs)
OLAP: Online Analytical Processing (Data Warehousing)

RTAP: Real-Time Analytics Processing (Big Data Architecture & technology)



The Model Has Changed...

The Model of Generating/Consuming Data has Changed

Old Model: Few companies are generating data, all others are consuming data

Source: Introduction to Big Data and Basic Data, Analysis, Ruoming Jin, Kent University



What's driving Big Data

- Optimizations and predictive analytics
- Complex statistical analysis

HIGH - All types of data, and many sources
- Very large datasets
- More of a real-time
Predictive Analytics
and Data Mining
COMPLEXITY
Business - Ad-hoc querying and reporting
Intelligence - Data mining techniques
- Structured data, typical sources
- Small to mid-size datasets
i .
LOwW BUSINESSVALUE HIGH

Source: Introduction to Big Data and Basic Data, Analysis, Ruoming Jin, Kent University



Big Data Implementation
From CAATTs, Open Source Project to Full
Package Commercial



Big Data Analytics

Big data is more real-time in
nature than traditional DW
applications

Traditional DW architectures (e.g.
Exadata, Teradata) are not well-

suited for big data apps

Shared nothing, massively parallel

processing, scale out

architectures are well-suited for

big data apps
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$50 -

Accelerating Time-to-Value

Big Data Analytics /

” Data Warehouse
Appliance

Source: Introduction to Big Data and Basic Data, Analysis, Ruoming Jin, Kent University



Big Data & CAATTSs

Types of CAATTs

Description

Test Data

Fictitious, auditor-prepared data, which will be processed by the
audited systems, The evaluation bases on a comparison between
the results of the test data and the auditor’ s expectations, The
processang within the andited systermns 15 a *black box”™,

Integrated Test Facility

Procesang of Test Data in separated areas o modules within the
audited systern, The results of the internal system controls are

wishle for the anditor,

Parallel Sirmlation

Auditor-developed application, which 15 completely separated
from the client’s systems The results of processangreal data are
commpared with the results of the client’ s systems,

Ernbedded Audit Module,
Svstern Control and Audit
Eeview Files (EAM/
SCARF

Auditor-developed module which 15 implemented within a client’s
gystern. HAM evaluates real data by predefined ctiteria while it s

processed,
Eemlts of EAM evaluations can be written into a SCARE, which

15 send o the auditors for futther sxarmination

Ceneralized Audit Software | Auditor-developed and self contained applications, which
evaluate extracted real data and analyze them, regarding
predefined critetia,

snapshot Method (fagmng Selection and marking of accoumting transactions and momtoring

and tracing) their procesang within the AIS After every step, a snapshot 13

created and analyzed.

Source: Continuous Auditing in Big Data Computing Environments, Andreas Kiezow, University of Osnabruck




Big Data & CAATTSs

Types of Dimensions of Big Data Overall
CAATTS Volume | Velocity | Variety | Veracity | BDA | APplicahbility
Test Data . o ® ®

ITF ®

P5

EAM, & ® ® ® ® @
SCARF

GAS o L @
snapshot o

Method

Lagend:

=low, O roedinm @_ high

Source: Continuous Auditing in Big Data Computing Environments, Andreas Kiezow, University of Osnabruck




Embedded Audit Module - On-going Monitoring

Structured Data —

Unstructured Data —

Computional Core

[

Front-End

Accounting

Information
System

Balance Sheet

Results of Operation

LcBRtalnventory

=
L

Audit Database

T

Control Environment

Management Controls

Business Controls

IT General Controls

Computional Core

Source: Continuous Auditing in Big Data Computing Environments, Andreas Kiezow, University of Osnabruck
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Cloud based implementation

e |Infrastructure as a Service (laaS)
— Elastic Compute Cloud — EC2 (laaS)
— Simple Storage Service — S3 (l1aaS)
— Elastic Block Storage — EBS (laaS)

 Platform as a Service
— SimpleDB (SDB) (PaaS)
— Simple Queue Service — SQS (PaaS)
— CloudFront (S3 based Content Delivery Network — PaaS)



Hadoop: The most visible face of Big Data

MapReduce

Layer

Job tracker

Name node

Layer
Data node Data node




Hadoop: How does it do?

Hadoop implements Google’s
MapReduce, using HDFS
MapReduce divides applications
into many small blocks of

WOFk/jOb, Data ‘B 4 BFS Block 1

Compute Cluster

HDFS creates multiple replicas of iii}x"’j illadd) o
data blocks for reliability, placing | sesuseme s | [ |0tk y

data dala daiz dals dala

them on compute nodesaround | 0 " - | [ Deel >R
the cluster. sttt dta et
MapReduce can then process the | &iiiici s \ [ep
data where it is located. —— OFS ok
Hadoop ‘s target is to run on

clusters of the order of 10,000-

nodes.

DFSBlock 3

| E—

Source: Hadoop: A Software Framework for Data Intensive Computing
Applications, Ravi Mukkamala, Old Dominion University



Integrated Analytics Architecture with

Hadoop
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Sample Machine Data Refinery with IBM

Raw Logs and Machine Data

Biglnsights®

Only store
what is needed
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Real-time Analysis

Source: Big Data, New Era of Analytic, Omer Sever, IBM
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Visual Discovery with
Oracle Big Data Discovery®
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When do we need to be aware of?
Some of them already Iin the game...

Google processes 20 PB a day (2008)

Wayback Machine has 3 PB + 100 TB/month (3/2009)
Facebook has 2.5 PB of user data + 15 TB/day (4/2009)
eBay has 6.5 PB of user data + 50 TB/day (5/2009)

CERN'’s Large Hydron Collider (LHC) generates 15 PB a year

640K




Thank You
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fandhy.haristha@isaca.or.id
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